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Senate Floor continued ...

S 1394 FY88 State Dept Authorization

WALLOP amendment 842 to protest Soviet
ICBM tests near Hawaii, pending at recess

HELMS perfecting amendment 843 to
above WALLOP amendment 842 to record the
Senate in opposition to obstructing nat! defense
programs in order to comply with treaties or
provisions thereof which the president has certi-
fied that the Soviets are violating unless such
violations cease and Hawaii i8 never again
placed in jeopardy by a Soviet ICBM test.
pending a recess (modified)

DOLE amendment 841 to authorize U.S.
contribution to the Internat! Wheat Council,
agreed to by voice

PELL amendment 845 to approve amend-
ments to the Constitution of the Intergovt'l
Cmte for European Migration, agreed to by
voice

CRANSTON amendment 846 to authorize
granting of diplomatic and consular privileges
and immunities to offices of the Commn of the
European Communities which are established in
the U.S., agreed to by voice

MITCHELL amendment 847 to provide for
a Samantha Smith Memorial Exchange Pro-
gram to promote youth exchanges between the
U.S. and Soviet Union, agreed to by voice

PELL (for REIGLE) amendment 848 to
express sense of Congress regarding self-deter-
mination of Estonia, Latvia. and Lithuania,
agreed to by voice

HELMS (for TRIBLE) amendment 849 to
make available funds for studies and plans for a
consolidated training facility for the Foreign
Service Institute, agreed to by voice

HELMS amendment 850 to provide limita-
tions on housing expenses for U.S. employees at
the UN, agreed to by voice

HELMS amendment 852 to reinstate con-
gressional oversight of expenditures made from
fund known as “Emergencies in the Diplomatic
and Consular Services.” agreed to by voice

{continued October 6}

Week of October 5

Monday, October 5:

Not in session

Tuesday, October 6:

S 1748 Prohibition on Importation of Products from
Iran passed 93-0

S 1394 FYS88 State Dept Authorization

{continued from October 2]

WALLOP amendment 842 to protest Soviet
ICBM tests near Hawaii (modified), withdrawn

HELMS modified perfecting amendment
843 to above WALLOP amendment 842 to
record the Senate in opposition to obstructing
nat] defense programs in order to comply with
treaties or provisicns thereof which the presi-
dent has certified that the Soviets are violating
unless such violations cease and Hawaii is never
again placed in jeopardy by a Soviet ICBM test,
tabled by 52-43

man 'rights violations in Tibet by China, with-
drawn .

PELL amendment 855 to above WALLOP
amendment 842 to express sense of the Senate
regarding provocative and dangerous Soviet ac-
tivities near Hawaii, fell when the above WAL-
LOP amendment 842 was withdrawn

WALLOP amendment 856 to express sense
of the Congress regarding the Soviet ICBM tests
near Hawaii, as amended below, agreed to by
96-0

WALLOP perfecting amendment 857 to
above WALLOP amendment 856, agreed to by
voice

PELL-HELMS amendment 858 to con-
demn human rights violations in Tibet by
China. agreed to by 98-0

BENTSEN amendment 859 to provide in-
creased funds for a grant to the Nati Endow-
ment for Democracy for carrying out its pur-
poses, of which not less than $250,000 shall be
used to support elements of the free press,
including free radio, and the democratic civil
opposition inside Nicaragua which espouse dem-
ocratic principles and objectives, agreed to by
voice (modified)

SYMMS amendment 860 to express sense
of the Senate that the Senate ought not to have
consented to the ratification of the Panama
Canal Treaties, whereby the Panama Canal was
given away and that such treaties are voidable
unless and until Panama formally accepts the
DeConcini Reservation and should be voided by
the president if such acceptance is not forth-
coming within six months of the adoption of this
section, pending at recess (By unanimous con-
sent, the SYMMS amendment 860, originally
offered as an amendment to the above BENT-
SEN amendment 859, was laid aside to be
considered as a separate amendment)

MOYNIHAN amendment 861 to express
sense of Congress that the president should, at
the earliest possible date, invite the president of
Israel to make a state visit, agreed to by voice

MIKULSKI-FOWLER modified amend-
ment 853 to call for the immediate release of all
children detained under the state of emergency
regulations in South Africa, agreed to by voice

MOYNIHAN-HELMS amendment 862 to
express sense of Congress that (1) by mining the
Persian Gulf without notifying neutral nations
engaged in maritime commerce, Iran violated
internatl law; (2) the use of force by the U.S.to
terminate the Iranian mining was justified un-
der internatl laws; (3) internatl law offers a
framework for such positive action. and foster-
ing broader adherence to law promotes the
security interest of the U.S., agreed to by voice

PELL technical amendment 863, agreed to
by vaice

COHEN amendment 864 to provide that,
after September 30, 1383, no national of a
communist country may be employed as a for-
eign national employee at U.S. diplomatic and
consular missions in any country listed as a
“communist country” in section 620(f) of th
Foreign Assistance Act of 1961, agreed to by
voice

HELMS amendment 865 to provide that it
is not in the natl security interest of the U.S. for
the State Dept to declare, and it shali not
declare, itself to be a foreign diplomatic mission,

withdrawn
0S REGISTRY
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gard for law. The dismismsal
guidance far iotermational affairs de-
prives us of one of the fowndations

ference ob Restoring Bipartisanship in
Foreign Affairs
To the

party out of office to agree with ies aof
the party In power, dut rather simply to
agree to the principles of Ixw on which

Mr, President, X yield the floor.

Mr. HELMS. Mr. President, 1 say to
the Senator from New York that I do
not know af any more credible way to
express my support far this amend-
ment than to ask him for the privilege
of being a cospansor of ff.

Mr. MOYNIHAN. I should be most
honored to Go so. .

Mr. HELMS. I say to the Senator it
is slmost identical to an amendment
offered hy his humble servant.

= Thid. B 112, para 2t

Quoted in Highet, “You Can Run But You Can't
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ontﬁlsslde
The PRESID! OFFICER. The
occurs on the amendment.

Senator fram Rhode Island.
- Mr. PELL I, too, join in congratulat-
ing the Senstar from New Yark on his

Ym‘lmynmmmminemeupof
page 2 of his smendment. I believe hre
wants to modify the nuomber to resd
“3"” instead of “4.”

Mr. MOYNIHAN. Oh, yes. Mr. Presi-
dent, I ask that the modification indi-
cated by the distinguished Senstor
from North Carolina be in order.

The PRESIDING OFFICER. The
Senator has that right.

Mr. MOYNIHAN. I move adoption
af the amendment if there is no ftur-
ther debate.

The PRESIDING OFFICER. Iz
there further debate?

If not, the Question occurs on the
amendment of the Senator from New
Yoark [Mr. MOYNIHAN].

The amendment (No. 862) wa.s
agreed to.

Mr. MOYNIHAN. Mr. President, I
move to reconsider the vote by which
the amendment was agreed ta

Mrz. HELMS. I move to lay that
motion on the table.

The motioa 10 kay on the table was
agreed to.

ANEXBMENRYT NO. 363

Mr. PELI. Mr. President, I send an
amendment to the desk and ask that it
may be reported.

The PRESIDING OFFICER. The
cherk will report the amendment.

The legisiative clerk read as follows:

The Seoator from Rhode kland (Mr.
PriL) proposes an amendment npumbered
8&3.

Mr. PRELL. Mr. President, I =sk
unanimons consent that further read-
ing of the amendment be dispensed
with.

The PRESIDING OFFICER. With-
out objectien, it is 50 ovdered

The amendment is as follows

On page 21, Ine §, after “section.” mrert
the following:

) In 17y fiscal year, if the amourt to be
pxid te all former spouses, as commputed
ungder this section, exceeds the aggxopriated
funds available for sach pesyment, thea the
amourt to be paid to eack pesssn pursusnt
to this section shall be reduced on a pre rata
basia to such extent that the tatal payments
da not exceed the appropriated funds avail-
able for payment to all spouses.™ -

On page 217, line 12, after ‘chapter.’.
insert the following:

PRESIDING
out objection, it is 30 ordered.
4

able for payment $0 all qPpotmeaR.”: - 5w -
Mr. PELL. Mr. President, this iz &
techrical amendment that has beem
cleared an both sidexs Section 117 of
the bill is subject to a potential poixt
of order as creating an entitierment.
This was not the intexrt of the spon-
s0rs and this technical amendment
corrects the problem.

Basically, if left as it is, we would
have an entitlement that exceeded the
appropriation and thai obwiously s
subject to a point of order. .

Mr. HE]M&TM&MHW
1t is cleared on this side.

The PRESIDING OFFICER. The
question occurs on the amendment of
the Senstor from Rhode Island.

The amendment (Na. 863>
agreed to.

Mr. HELMS. Mr. Presidut Imve
to reconsider the vate by which the
amendment was agreed to.

Nr. PELL. I move to Iay that motian
an the table.

Themouontob.yonthetahtew
agreed to. Lo

Mr. HELMS. I believe the bill is
open to further amendment.

MrPEILImgmtthzzbsenceafl'

quorum.
The" PRESIDING m The’
clerk will call the rolt. -
The legishative clerk proceeded to
call the roll.

ceedings under the guorum call be re-

The WKh-
ANMENDMENT NO. 884 5
Mr. COHEN. Mr. President, I send.
to the desk an amendment and ask for
its immediate consideration
The PRESIDING QFFICER. 'rhe
clerk will repart the smendment.
The legisiative clerk read as follows:
The Senator from Maine, Mr. Couxx, for
A . MORXOWSKT,

Mr. COHEN. Mr. President, T ask
unanimous conserrt that further read-
ing of the amendment be dispensed
with.

The PRESIDING OFFICER. Wih~
out objection, it is so ordered.

The amendment is as fallows:

At approprinte place m the B aid the
following section.

SEC . BMPLOYMENT QF FORRICN SLRVICE M-
TIONALS.

<a) Peoxmrrion o Buriorueny ©» Cowu-
MUNIST COUNTRIES.—
30, 1948 no national

€1) After
ofa may be employed as
a foreign national emplogee at United
States diplomatic and consular missions in

any country listed as a “communist coum-
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u:e authorities available to him ts ensure
that the United States does not provide, di-
‘rectly or indirectly, any retirement benefits
of any kind to any present or former foreign

'xénd.uncludinx thelraweumwwmnuc
: processing systems and networks). .
Mr. COHEN. Mr. President, I am
pased to offer thie amendment to
he Department of State authorizs-
tion dill in the hopes of remedying the

whelming numbers of Foreign Service
employed by our embassies
Communist countries. ..

This amendment would pmh[htt the
pployment of foreign service nation-
in our diplomatic and consular mis-
jons in any country listed as a “Com-
inist country” in section 620(F) of
Poreign Assistance Act of 196L Tt
d seek to terminate benefits for .
eign Service nationals engaged in
le intelligence activities and re-

port to Congress on the advisability
employing foreign nationals at For--
Service posts abroad, intluding
¥ access to automatic dats process-
systems and networks. I would em-
that the pnnctyal T ;L_ )

hof this amend;

ST

#nced its concern about embassy se-
on & number of occasions. 1
taken a personal interest in at-
pting to ensure that the United
k3 remains aware of the espionage
posed by Soviet activities in the
States and by the activities of
gn Service nationals and third
: nationals employed in support
D8 in our embassies overseas,

W itad

" In the process of achieving

erious problems posed by the over-

that the Secretary of State-

MR 1. s N e
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leaders of Congress annually on dis-

. parities in sire and treatment between
Y gmted Stata and Soviet-bloc mis-

The 1088 and 1986 legislation which
Senator Lraxy and I introducted man-
dated equivalence in Soviet and United
States diplomatic misgions to the
United Nations, and in Soviet Embassy
and consular staffs here and thoee of
the United States in the 8oviet Union.
this
equivalence, the Soviet Union was
compelled to make sharp reductions in
its presence in the United States, ena-
bling the United States Government
to significantly impair the activities of
the KGB in New York and Washing-
ton, DC.

Mr. President, this sequence of
events led ultimately to the expulsion
of all Foreign Service nationals from
their support positions in our Embassy
in Moscow. While this development
has caused our diplomatic service
there some discomfort--and we are
grateful to them for bearing this in-
convenience gracefully—their absence
has contributed to a more secure envi-
ronment. It should be noted that in
June 1985, a counterintelligence
expert from the FBI testified before
the Senate Intelligence Committee
that the Soviets enjoyed significant es-
pionage opportunities as a result of

having over 200 Soviet nationals em-

" ployed at our Moscow Embassy ‘We
learned at that time of the diseuery
in 1984 that typewriters in wour
Moscow Embassy had been bugged,
giving the Soviets access to some Em-
bassy communications. More recently,
there have been a number of cases in
which Foreign Service nationals have

our operations—rrob-
ably the most gignificant of which are
the instances in which marine gu:.rds
have freternized with Soviet natioals
employed by our Embassy.

The situation in our diplomatic mis-
sions In Eastern Europe is no less
worrisome today than that of the
Moscow mission prior to the reduc-
tions in Foreign Service nationals. The
total number of Foreign Service na-
tionals and third country nationals
employed in our embassies in those
Soviet-bloc countries averages roughly
twice that of the official State Depart-
ment presence, and in some cases the
proportion is higher. For example, in
Hungary, the official American pres-
ence numbers 51 and the number of
Foreign Service and third country na-
tionals is 129. In Poland, the propor-
tion is 235 to 88. I ask unanimous con-
sent that & table providing detailed in-
formation on these numbers be includ-
ed at this paint in the Rxcorp.

~— 3 4 1.‘! 3 :5 (3
N [ <} y-] k] a 4
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Mr. COHEN. Mr. President, it will be
argued by some that the absence of
Foreign 8Service and third country na-
tionals in our embassies in Communist
countries will present us with serious
fiscal problems in funding replace-
ments to perform support services.
May I point out that some of our most
sensitive intelligence information and
technologies which have been extraor-
dinarily expensive to develop have
been compromised in recent successful
Soviet espionage operations. The im-
provements suggested by this measure
are cheap by comparison. These rec-
ommendations, which are enumerated
in the House bill, have received the
strong endorsement of the Senate In-
telligence Committee. I hope that this
amendment will receive the same fa-.
vorable consideration here today.

1 ask unanimous consent to insert
into the Rzcorp an article by Priscilla
Witt which appeared in the April 1987
Washington Monthly. It ts entitled,
“Do You Want Any More Secret Docu-
ments Put in the Safe, Mr. Ambassa-
dor?”’ “No, Ivan, Tha.t's All for To-
night.”

There being no objection, the mate-
rial was ordered to be printed in the
RECORD, a8 follows:

“Do You Wawr Amy Moxx Szcmxr Docvo-
MENTS PUT IN THE SAFE, MR AMBASSADOR?”
“No, Ivan, THAT'S ALL roR TONIGHT.”

(By Priscilla Witt)

It was the oldest trick in the book. A
female Soviet sgent seduced and then re-
cruited US. Marine Sergeant Clayton J.
Lonetree, a guard who served at the US.
embassy in Moscow from 1984 to 1986. In
one of the worst breaches of security in
recent history, Lonetree gave KGB agents
extremely damaging intelligence, including
names and photos of U.8. agents and floar
plans of the most sensitive parta of the em-
bassy,

Like all marines in his assignment, Lone-
tree. who confessed in January, had been
warned about such female agents, called
“Swallows” in the trade. Marine guards at
the embassy are barred from letting women
enter their quarters and discouraged from
having ciose contacts with the Soviets. But
this swallow didn't have to hang out in some
smoky Moscow clip joint for the chance to
ensnare Lonetree. She only had to show up
ever day for work as & translstor st the
American embassy. Like more than 260
other Soviets, she was & paid employee of
the U.8. government.
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r Americens’
UA civitians working at our
sies are 20,000 forelgn nationals and prod-
“coniract hires” and
personal seyvants. The ratio is especially
high {n the Third World, where diplcsmats
have learned to endiire their “hardship™ ss-
signments by surrounding themselves with
enough natives to do everything from trans-
iate to towel them dry. In Rwanda, for ex-
ample, 15 to 20 Americans work out of &
compound that employs 250 foreign nation-
als.

The State Department's Inman Commmis-
sion Report on Embassy Security, issued
190 years ago in the wake of the Beirut em-
bassy bombing, recogiized that foreien na-
tionals pose a security threat: “tIR is » weth-
and long-known {act that there are security-
related drawbacks to employing FSN&.”
Those drawbacks haven moved the depart-
mertt to jettison its foretgn workers, thougit
FSKs often occupy posts as guards, clerks,

transiators, sccretaries, drivers,

mats Diplomats argue they are worth the
i risk because locals are relatively chesp to
‘ employ, and ecan deal with local languages,
' customs. and bureaucracies mare easily
than Americans.

They're also preity good st cooking and
cleaming. Pact is, FSNs make possible the
cushy lifestyle that the foreign service offi-
cer corps bas ong enjayed Among the re-
cently expelied foreign Dationals at the
Moseow embassy, for example, were baby
sitters and ballet teachers. So attached have
our diplomats become to this foreign offlce
featherbedding that, white the State De-

reindarce the perioieters of our embassies,
, very little is being done to guard sgninst the
swallows inside.
YHE PARGE'S MATIDE

¢ The art of spooping for state secrets had
' © been well perfected by the Coogress of
Vienna in 1814. As six kings, hundreds of
nobles., and thousands more hangers-on
flocked to the city to help create & past-Na-
poleonic Burope, thousands of Austrians
put themselves at their government's dis-
posal &8 collectors and purveyers 0Of secress.
“That historie gathering provided unparal
leled cpportunities for the host government
of Prince Metternich and nis monarch, Em-
peror Francis, to emptoy local agents in 8
massive espionage operation to which many
successors sspired.” says Michael Mosettig,
who has @ritten about Metternich.

The Wild Bill Donowan of past-Nspoleom
Austrin was Baron Hager, who Wufit the
largest secret service i1 Europe. Like any
sexsonet spock, he knew the key to
ing digiomatlic secrets was to infilirate the
hoesek eeper corps. By the tizne tbe diplo-
mats checked inte their hotels and palaces,
the baron controlled all the msaids and serv-

§

througn their rooms in sexrch of pteresting
SCraps, aceortang o Mosettig. The strategy
didn’t wcrk on the British thoueh, who,
ever careful, burned ther trash ang hired

times two. In the hest of plot snd counter-
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Hughe kept in his private safe. Many of the
telegrams and documents Bazna, whose
code nanre was Clero, give the Nazts de-

wikh
hired thousands of native employees, many
of whom, though skilled, were desperately
willing to take even the most routine and te-
dious assignments. Which, by and large, i
what they got. After gauging the
diplomats suddenly had Yots of leundry
be picked up and meals o be catered. Uni-
versity-educated FSN's beeams
useful The careers of FSOs depend ar
ob the cables each sends beck (o Wi
ton. Using educated foreign nstionals to do
the grunt work—transiating local govern-
ment documents, chasing down this or that
statistic—foreitgn service officers could im-

i

i

press the home office with ever more elabo-

rats, if not more valuabdle, cables

Ower the years, the State Department Ras
insisted that, when they're aot helping dip-
lomats impress theiz bosses or busy flicking
feather dusters, foreigm natiohals serve a
vital function. Most couniries, the argument
goes, have their own tdiosyncratic systems
for all the smaR but erucial transactions of

States’ Office of Foreign Service Nationals,
echoes the opinion ef the vast majority of
FSOs: “Withoat foreigs nationals i rnost
pinces. we couid just pack it in.” Yet it'’s not
as if we limit our use of foreign nationnis to
the most desolate and difficudt pearts of the
warid. At the U.S embassy in London, for in-
stance, 284 Americans somehow need 364
FSNs to help them deal with the exotic
mysteries of British culture.

Apother exphnation for hiring foreiem
nationals is that they are necessary becsuse
of the “generslt” palicy thst govern for-
eign service pasiinga. Under this system, of-
ficers are traosierred every iwo or four
years, often to completely different parts of
the world Part of the motive behind this
policy fs sound: to cambat clentftis, the
cangerous tendency for foretgn service offi-
cors o identify more closely with the cHent
siate's interests than wikh the United
States’. Yet the result is that oor diplomsts
are often emnbarrassingly unfamiliar with
the language, history, and caldure of the
region to which they are sssigned. Only one
in ten foreign service officers stationed In
Iran in 1978, for instance, was even minimal-
Iy eompentent in Parsi, the country’s princi-
ple language. Which means asccording to

5 1358R065200360009.7

A

-~

. MESSAGES TD THE ENCMLIN
On a guict night not Tong age, the Amerk
can embasey I & small Third Werld country
was the scene of an armed attack. A smaB

door open.” . .
This {s nothing most U.S. diplomats dont
m

diplamaat forgotten to secure the ridhon far ~
the night,” an embassy guard would have
been there later to tape a pink slip on e -
desk to remind him of his error. Higher offi-
cials conrerned with such matters would
have followed that up with a harsh repri-
mand.”

One problem with routines like these, of
course, H that FSN spies, waiching them
carried oul day after day, can figure out
ways around them In 1985, for instance, a
congressional study of security at the G.S
embassy tn Mascow turned up something no
one expected: bugs fnside typewriters in the
building™s most sensitive areas. These bugs
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New precautions are being taken. 'nn.qn
building program now anderway on Ameri-
separste

functions. But such strict working arrange-
ments are not flawless; they have been in

the Defense Department and the CIA have
moved their intelligence-gathering oper-
ations from low-profile field offices to fancy
suites inside U.S. embassies.

Having foreign nationals around, even in
the most menial jobs in unrestricted areas
can blow an agent's cover. According to

‘* ; 5 ; SEY
mmﬁmmmumm

the

servioe establishment rationalizey Ra use of
FSNs by hiding behind the bottam line. For-
eign service nationals, it argues, are more
cost-effective than American workers in
similar jobs. Replacing the average FSN-—
whose salary is between $5008 and
$20,000—with an American, costs anywhere

‘from $100.000 to $140.000. State Depart-
! enent officiels point out that in some ceun-

"“tries where unemployment, underempley- .

Moorehead Kennedy. former hostage and .
number two man at the Iranlan embassy, & .

keen FSN/spy in the payroll office can
notice that, month after month, the safary
of a certain FSO doesn’t include the stand-
ard msurance deduction. & dead giveanway
the afficer is with the CIA.

In his book, “Aysatoliah in the Cathedral”,
Kennedy relates one of those nparrowly
averted screwups tha! makes one wonder
how often similar ones aren’t caught. Short-
ly before the embassy was taken over, & new
CI1A officer was added to the siaff and as-

cost at least five times ags much, .

Some logic The State Department is
spending $4.4 billion to keep spies and ter-
rorists out of U.S. diplomatie compounds,
but because i “saves” money by hiring
jocals, it simply opens the newly fortified
gates to a Trojan horae full of potential
anoops. Worse, there are nsany new gates set
to open. The department's Office of Foreign
Buildings, which formerly aversged Ffewer
than three new buildings a year, lsnoseom
mitted to between 30 and 40 &

{oreign workers, a large percentage of whom
arebemcpucmworxu.mneuedlt.n-

signed to the economics section. “Somewhat ourity guarda

concerned,” he writes, “I went to the CIA
station chief to diacuss what this newcom-
er's specific duties would be. Most of the ec-
onomics staff, I pointed out, were locally re-
cruited Yranian citizens of jong tenure
experience who would be guick to
anyone without a credible economie/com-
mevrcial portfolio. Moreover, we had to
assume that our local staff was under pres-
sure to report to the revolutionary suthor-
ies. This dxfﬂculw has not occurred o the
station chief.”

Low-level inTormation can also be i.nvﬂu-
able to terrorists. Since the mid-sixties, 70
American diplomats have been kifled and
hundreds injured in terrorist attacks. It's
impossible to say how many of these attacks
utilized information provided by agents
inside embassies. But many of the dipiomats

3-&

victimized by terrorists were attacked on .
- routes that must have been known to PSNJ

in advance.

Foreign nationals have alsp been Sm
ed of taking more direct roles in terrorist in-
cidents. In 1976, for instance, U.S. Ambasss- -
dor 10 Lebanon Prancis Meloy, Jr. was ab-
ducted from his car, which had inexplicably
crossed the border into Moslem West
Beirut, sand shol. About the assassination,
an ex-FSO who was & friend of the ambassa-
dor's. says, ‘We always thought the driver
had something to do with it. If anyone
knows your route and your habits, it's your
local”

TROJAN HORSE OF SNOOPS

While locals can be a source of intuitive,
genuine information about a country, our
extensive use of them encourages U.S. diplo-
mats to forgo learning the language or cus-

|

Mrcomurp:mlunnk

the amendment is fairly straightfor-\:

ward. It seeks to eliminate over a 2-
year period ef time foreign matiocrmis
who have access to our ‘U.S. Embas-
sies, the compounds, access to the cars
that are located on them, to the zerv-
ices provided within the compounds,
mmmaemamemm
and chiefs of mission, -

Iteertainlyisnottpanwelforme
amount of espionage carvied  on
against the United States, but it will
go a great distance, 1 think, in redue-
ing the significant threat of espionage

activity directed agxinst the United

States.

Mr. HELMS addressed the Chair.

The PRESIDING OFFICER. The
Senator from North Carolina.

Mr. HELMS. Mr. Pregident, events,
recent and ciherwise, certainly demon-
strate that this Senator’s amendment
is not only a good one, but it t5 an es-
sential one. Speaking for this side, we
are willing to accept it.

Does the Senator desire yeas and
nays on the amendment? I have ac-
cepted it for this side. The distin-
guished chairman is considering it.

The PRESIDING OFFICER. Is
there further debate on the amend-
ment?

Mr. PELL. I suggest the absence of a
quorum.
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ontob)ocmn. Mnn aderea:“"“" :

My COHENR: Mr. President; 1 adk for
theymm&uyaonthetmendment.
* The ' PRESIDING omcm Is
there a sufficient second? E

There i a sufficient second.

The yeas and nays were ordered.

Mr. P, Mr. President, § have had
a chance to examine this amendment
and to ascertain what the effects of ft
“wotld be on the sdministration,

Az I understand 1t, theemtwonldbe

ployees, I think we will find tremen-
dous complications ensuing. I think we
have to assume that in hostile coun-
tries or governments with hostile re-
gimes, any of the lacal employees who
are hired are not under the control of
the U.S. Government but of their own
government, which has put them very
ottenlnthenyo!the}ohlouhue.
to assume that, -

Working, as I have, behind ‘the fron
curtaim, you assume that 8o matter
how old and how trusted snd how
faithful the foreign service locals may
appear, they ave not- trustworthy and
are under the contrdit of the local
police, KG&nndatorth.nndgurd
yourself aecordingly, - :

'I‘Im&wa;mm!thinktms
am

use tremendous complications in
posts In hostile areas, and I oppose it.

1 move to table the amendment.

Mr. HELMS. I ask for the yess and

Mr. COHEN. Mr. President, I would

like to offer a couple of comments
before the Senstor from Rhode Island
moves to table the amendment.

First, we should recall what hap-
pened when Secretary 8hultz went to
Moscow recently and, for all practical
purposes, had to conduct our own ne-
gotiations—our own private sessions—
in something of a glorified trailer, be-
cause he knew that our Embassy had
been totally compromised. He assumed
that everything had been compro-
mised within our own Embassy there.

So, when you mesasure the question
of cost, what is the amount that we
are spending on Intelligence gathering
capeabilities today? What is the cost of
one weapons system? What is the cost
of one system that has been compro-
mised as a result of foreign nationals
having substantial access to our em- .
bassies abroad? I suggest to the distin-
guished chairman that the cost of a
compromise far exceeds anything that
we would be required to pay Ameri-
cans working in our own embassies.




e oo
.ing rather well. The Btm.apcmnem
personnel employed there-are bearing

up and are carrying

bilities. .
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werwryswilling

out their responsi-
So costs should be a factor but not

the predominant factor. If anything,
the question of cost-weighe in-faver of

excluding

people who-are there not to

simply c¢arry on. As the chairman said,
they are employées. But they are more

than employees. They are,  in

fact,

in
spies, and they may not all be KGB in-
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anticipate st this point, but the basic

idea is to keep foreign nationals out of
our embassies. R

Mr. SARBANES, It seems o me that
paragraph (c), which calls for & report
from the Secretary or the Director of
the CIA, should be the first-step

in
"this process of ascerfaining the advis-

ability of such empioyment. This, of

course, is what the Senator provides
erstand

for in paragraph (c), as I und
it, requiring the report within €
months. Yet at the same time the Sen-

éT'A“-“'Fé'D89501356"Rooo'260260609-%

i Y,

" Mr. COHEN. Right." SR

Mr. SARBANES. Now I believe the
Senator extends this to a list of other
countries. Does the Senator have the
Ul e cagpnes

Mr. - 1 can get the full list
for the Senator. I pointed out several:
All of the Eastern bloc countries.
China would be inciuded. It would in-
clude Bujgaria, Czechoslovakia, East
Germany, gary, Paland, Romanis,
all the Soviet Republics, those In Len-
ingrad, Moscow; and Yugoslavia.

telligence agents. They may only be ator 18 asking for the report to deter-
housekeepers and cleaning people. mine the advisability, in paragraph (a)
They may be chauffeurs. They may be he is making s definitive judgment
mechanics. But each one of those indi- about the advisability. .

viduals is designed to pick up some Mr. COHEN. Let me say that I have
piece of Information about our people _satisfied myself after having served on
who are working there—their marital the Intelligence Committee since 1983
problems, whether one of our people that it is not advisable to employ such
has a particular weakness, any point foreign nationals. Nonetheless, I do
of vulnerability. Those individuals are not seek to impose my judgment in its
there to collect that information to most categorical form on my col-
report to the police, as the chairman leagues.

has said and to try to at least exploit  This amendment says that within 2

Mr. SARBANES. oslavia?

Mr. COHEN. That is right.

Mr. SARBANES. Does the Senator
know whether we have the language
capacity to make that changeover?

Mr. COHEN. I think that the neces-
sity will force some changes In terms
of our language schools and the alloca-
tion of them, but that, by the way,
would be covered under the amend- i
ment. ’ T

Mr. SARBANES. How?

those deficliencies or wesknesses on

the part v_gf our personnel or our build-

So, it I8 not stmply a case of them
being employees. At’ ane- time they
were as beirig loyal employ-
ees of the United States. The fact is

that whether they are under pressure .
or whether they are trained to gather:

the Information, they do in fact

gather information which can be used !

to expleit the vulnerabilities of our:
personnel. : . oo

(Mr. GRAHAM assumed the chair.) '

Mr. COHEN. 1 would like to reiter-
ate that I think it is important that we
not allow the continuation of a com-
promise of our embassies and our in-
telligence-gathering capabilities by
employing foreign nationals, unless
the Secretary can certify it is in our
national security interest to do se.

1 urge opposition to the motion to
table.

Mr. SARBANES. Mr. President, will
the Senator yield for a couple of ques-
tl'ons? . - x - e,

The PRESIDING OFFICER. Does
the Senator from Maine yieid to the
Senator from Maryland?

Mr. COHEN. Yes.

Mr. SARBANES. First of all, let me
say I am sympathetic to what the Sen-
ator is trying to do. I want to just ask
about the terms of the amendment
itself.

As 1 understand it, under section
(a)1), after September 30, 1989, no
such foreign national could be em-
ployed. Is that correct?

Mr. COHEN. Except with the excep-
tions of paragraph (2}

Mr. SARBANES. Whom would that
cover?
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years foreign nationals will no longer
be employed. During those 2 years,
hopefully in the next 8 months called
for in paragraph (c), the Secretary has
an escape clause here. He can come up
with a report that perhaps will over-

‘whelm my own judgment that this

what we ought to do. But it provides
an escape hatch for the Secretary to
make that recommendation. .. .~ - \

What I do not want is the Secretary:

giving us e study in 6 months after

which we would come back and make a:

decision. I would like to say a decision

has been made. We have stated in our’

reportthatnisnotmwrsemritym-
terest to continue to employ foreign

nationals—certainly in the numbers.

that have been employed—but, n my.

- judgment, to empioy them at all.

If the Secretary can persuade the
Congress otherwise, he can come back
within 6 months and do so0.

Mr. SARBANES. Except the amend
ment does not deal with the numbe
of foreign nationals employed. It p
cludes it all together.

Mr. COHEN. That is right.

Mr. SARBANES:. I think the point
the Senator was making earlier about
the numbers is a valid point. The ques-
tion is what the impgat would be of to-
tally precluding such—employment.
There is the difficulty in getting the
sources to replace them, which of
course is proving to be a problem right
now at the Embassy in Moscow, al-
though I think it should be done and I

hink they should be moving more
uickly.

Now, this amendment would extend
the prohibition to a number of other
countries as well, as I understand it.
This in effect is already taking place.

Mr. COHEN. Under section (2) on’

page 2 the Secretary may waive the

applicability of subsection (a) on a

case-by-case basis with respect to an

employee if (A) the Director of the
entral Intelligence Agency requests

t or (B) the Secretary determines it is

in the national security interest to do

so. He has to at least file a report.
Mr. SARBANES. That may be a way
to address the rroblem, but I cannot
: envision any fSoeign national we
would employ #ho would not have
_some access to t ie Embassy or consul-
ar grounds, vehicles, or buildings.
. They might have limited access, but
! this says that they must have no
access whatever.

Mr. COHEN. Unless the Secretary
submits a report. determines that the
waiver is in the r.ational security inter-
est, and he repc-ts that walver in ad-

. vance. That is a'l. In other words, he

can make a determination.

Mr. SARBANES. Paragraph 1 does
not apply with respect to any foreign
national employee who is not permit-
ted access.

Mr. COEEN. That is right.

Mr. SARBANES. It means you cculd

not— .
\

Mr. COHEN. You can employ f[or-;
eign nationals who do not have access’
to the Embassy compound itself.

Mr. SARBANES. What kind of em-
ployment would that be? Employment
of a foreign nat.onal by our Embassy

:)
!
!
'

almost by definition will require some

access by the employee to the Embas-
sy or consular grounds.
Mr. COHEN. Then that is covered
under section (2) of the exceptions.
Mr. SARBANES. Vehicles or build-
ings. If that were the case, you couid
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 Mr. oonzn’ m M 3. aoctlon
{2XB). -

Mr. SARBA.NES And !: it the Sena-
tor's understanding that that waiver
applies without regard to paragraph

2)?
Mr, COHEN. It does nof apply.
Mr. SARBANES, Paragraph (aX2)?

Mr. COHEN. The waiver applies to
k those who have access to the Embassy
B 3 H the Secretary certifies it is in our
] national security interest to employ
F such people.

Mr. SARBANES: I think it would be
kelpful if the Senator would just out-
line what he envisions would happen
in that case. .

Mr. COHEN. Basically, the amend-
ment establishes a policy of saying
that there will be ne more foreign na-
tional employees in our Embassies
within & 2-year period of time. On Oc-
tober 1, 1989, there will be no more
foreign nationals employed in the Em-
bassy.

The exception would be if they are
not sallowed access to the Embassy
ftself, Hving quarters of the Ambassa-
dor, or to the Chief of Mission, or
Deputy Chief of Mission. There are
several exceptions. The Secretary of
State can waive the applicability of

-

o

CI1A requests it or, second, #f the Sec-
retary determines that a waiver is re-
quired by natfonal security interest
and reports such waiver to the Con-

Rl LR Tt

e 8

for the Secretary in the event he

termines that it is imperative and com
pelling that there be such foregin na-
ticnal employed, even with access to

e Embassy compound or the Embas-

v itself. .

Mr. SARBANES. So the Secretary
could have a report indicating that he
wented to waive the prohibition for a
particular employee because the Di-
rector of Central intelligence had re-
quested it?

Mr. COHEN. Or because the Secre-

.gTESS.
¥ So there are several escape cla

.

B )

e e t,:.m«rq;&e

tional security interest to do so. It is
either one of those cases. In other
'aords the Director of the CIA may
58 “Lma.mmmue
dnr t hav

’\rate ver Lhe regson. might be We
tnE, under tne circumstances, this
would be recommended. Or the Secre-
tary of State, notwithstanding the po-
sition of the Director of Central Intel-
lizence, might scome to the concluosion
that & compelling national interest re-
fquires us to employ these individuals
under these circumstances. We would
like to know about it in advance.

e

v

(2
4
¥
&
g

that prohibition if the Director of the. .

tary determines that it is in the na. -

there not

American cit!uns vhe are wotking
there.. - -
- Mr. BARBANES. My finsa} qnest!on
{5, Where 40 we assume the burden for
the replacement?

Mr. COHEN. I am sorry?.

Mr. SARBANES. Where do we
assume,  In. your amendment. the
burdem to weompli:h rephee-

Mr. COREN. { th!nk the Tmrden
imposed upon the State Department
itself to pay for the additional cost.

‘ment? ¥ T

' help%umeg:m«:hommw “try pa
‘fact, io: gather information on or

+E 8 .l-nu coun GOEY 1t
Mr. COHEN. It spplielto all foref;n
nationals working in our Embassies,
Mr. SARBANES. To nationals of a
Communist country?
Mr. COHEN Irn & Communist coun-

try.

Mr. SARBANES, That is right. But
we could hire a NATO national, for ex-
mple‘!

. Mr. COHEN. Yes: that Is correct.

Mr. SARBANES, It doel not wply

to that.

Mr. COHEN. Na. .

Mr. SARBANES. Does your amend- ' The PRESIDING OFF'ICER. Is

ment provide far that?
Mr. COHEN. No, because there & no
estimate we can firmly fix on this. I

there any further debate? If not, the
question Is on agreeing to the amend-
ment.

guess you ¢an measure it against the. The amendment (No. 884> was
kind of systems that have been com- agreed %
promised, and I think we come out a~< Mr. President, I move

net winner i{n terms of the bottom line to recomider the vote by which the

costs. But there are no legitimate esti-
mates thet I have received and, there- -

fore, there has been no dollar figure
included. |

The PRESIDING OFFICER. Does
the Senafor from Maine yield the
floor?

Mr. COHEN. Yes

The PRESIDING OFFICER. The
Senator from Maine yields the floor.

The Senater from Rhode Island. °

Mr. PELL. Mr. President, reading
the waiver provision pretty carefully, I
would like to ask the Senator from
Maine if the Secretary of State, if he
chose to, could waive the prohibition,
bearing in mind that in any event
under present law the Secret.ary of
State is trying to reduce the Foreign
Service loesls. Buwt my question is,
Does he have that power?
_ Mr. COHEN. The amendment specm
ically states that he may waive the api
plicability of section (A) on & case-by,
case basis, provided he certifies that if
is in our national security interests tq
do so and reperts that in advance tg
the Congress.

Mr. PELL. Right. And if he felt if
was advisable in a particular case, ﬁ

long as he lists them?

Mr. COHEN. That is correct.

Mr. PELL. Onr that basis, recognizing
the popularity of the Senator's
amendment, and in view of the record
that we have established, the legisia-
tive reeord, I would be inclined to rec-
ommend its acceptance by the Senate
and would suggest we vote on it.

Mr. HELMS. Mr. President, 1 have
already imdicated the approval on this
side.

The PRESIDING OFFICER. Is
there any further debate?

Mr. COHEN. Mr. President, I ask
unanimous womsent that the request
for a rolleall be vitiated.

amendment was agreed to.

Mr. PELL. I move to lay that motion
on the table. .
Tbemot.nntohyanthet&blewu
agreed to.

Mr. DODD. Mr. President. !’ Just
want to take a minute or so-here i 1

“can. I do not have an amendment to -

send to the desk. I do not know when
it will come up again, but earlier we

. had a brief diseussion om the amend-

ment proposed by the Senater from
Idaho, Senator Sywmms,  which, by
unanimous consent, will be - reught up
a5 & separate matter withe § any’ fur-
ther amendment to it. It m iy be that
this amendment will not be 2onsidered
until later this a.fhemoon. this
evening, or tomorrow. :

But I just wanted to take a couple of
minutes, because 1 am sure ## will be
one that will provoke some debate, to
bring to the attention of my col-
leagues the operative provis in of the
proposed amendment by th-: Senator
from Idaho and a little bit of historical
analysis, if I could.

The operative provision, the resolve
clause, if you will, of the Senator from
idaho’s amendment says that: ‘““The
Senate cught not to have consented to
the ratification of the Panama Canal

Treaties whereby the Panama Canal
was given away and that such trea-
ties""—this is the important language—

“are voidable uniess and until Panama
formally accepts the DeConcini reser-
vation and should be voidei by the
President if such acceptanve is rnot
forthcoming.”

The assumption in the amendment,
of course, is that the DeConcini reser-
vation was not agreed to at the time
the Panamea Canal Treaties, in ihe
plural, were signed and ratified.

I ask unanimous consent that the

transcript of the specific treaties, both
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